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3.4 HEHEXREE
3.41 FNMEAEEERD

1. HEEI &
ARG R e, RS “No bootable device”.

iPXE 1.0.9+ —— (pen Source Network Boot Firmware —— h
Features: iSC5I HTTF DNS TFTF AoE bzlmage ELF MBOOT FXE Menu FPXEXT

net on ID:03.0 (open)

r Ox040eel1l9 (http:-/

No bootable dewvice.

2. BpEE

FHTIEIER G50

3. HpER E

R 45 28 A ISR E R ARG 28 5 FHER B %
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HIRSS B SRR B, HEERLERS.
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TSRS IR, i e b Bl .
T 223501 U S XA .

4. mE %

i F & CPU Ik%5%%, & xsconsole Fti
fH Linux DD 77 :GHilfE U 22254, @d#a~: dd if=/root/CAS-*.iso
of=/dev/sdc bs=1M.

3.4.3 EMHENEY

1. HEEI &
FERMLICEE L S 5.

2. #
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CPU S NAF BHRA L, K BB IR 55 25 (1) CPU R A AE B IR i G DL B B = A IR 7 &
PLAAETIRE " Thie, ZIhRE G — RG], W RV LN A7+ NN 47>80%, JmE:E
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W& B %) - TELREHIWLCPUSSECLL (%) -

Libvirt B i gt ks & A, S 80 80 XM UE 3h R M1l sk AE Libvirt B9 H &, Libvirt
I TR N RCE AP RCE, R ETR.

cat /etc/cvk/cpu_mem_threshold.conf

CpuUsePercent 85 MemSysReserved 4

HBWAE AT G, AAAEREUNIE E SRR ECE, SBUBNLICEE 3.

4. RE 7%

AN SR T BRI S B 19, 1 TR CPU B WA IR WA= T BB G 3 5
e, AT LTINS 5% P ANAE P B4 R UL B0 At SO 78 22 53 A1 ) E AL LURE TR B i
IR AR B, AR REAUHLH S A I AT ED:

2017-05-18 11:01:52.617+0000: 29917: error - gemuProcessWaitForMonitor:1852 : internal
error process exited while connecting to monitor: 2017-05-18 11:01:52.414+0000: domain
pid 32504, created by libvirtd pid 2974

char device redirected to /dev/pts/8 (label charserial0)

kvm: -chardev socket, id=charshmemO,path=/tmp/kvmsec: Failed to connect to socket: No
such file or directory

kvm: -chardev socket, id=charshmemO, path=/tmp/kvmsec: chardev: opening backend "socket"
failed

HEEUVEE, B&5WTAE:
<shmem name="nu_fsec-4af99204-6623-45e9-afbf-d852746b¥187 ">

<size unit="M">8</size>

<server path="/tmp/kvmsec"/>

<address type="pci” domain="0x0000" bus="0x00" slot="0x09" function="0x0"/>
</shmem>

PGB T S IBR xml 4725, AR5 BB S BRI



3.4.4 EWWTEIEERBEN, 3 “Could not read snapshots: File too large” $&i%

1. HEEI &
BERBUNLHE, FENTRE:

error: Failed to start domain centos

error: internal error process exited whi le connecting to monitor: 2016-08-02 19:52:42.707+0000:
domain pid 31971, created by libvirtd pid 3434

char device redirected to /dev/pts/5 (label charserial0)

kvm: -drive
File=/vms/share/Centos6.5-tF.5-tF, if=none, id=drive-virtio-diskO, format=qcow2,cache=direc
tsync: could not open disk image /vms/share/Centos6.5-tf.5-tf: Could not read snapshots: File
too large

2. BPEFZN

FH P28 52 s e v 1R H A

3. R E

REPINVEAR SO PRI E BAIR .

4. mEFE

(1) H qcow2.py T E¥ qecow2 kCAF R ERIR (S BB SN 0. 263 qcow2.py

dump-header. gcow2.py set-header nb_snapshots 0 UL} qcow2.py set-header
snapshot_offset 0x0, Rl

root@mi-service:~# gcow2.py /vms/share/Centos6.5-tf.5-tf dump-header

magic 0x514649fb
version 3
backing_file_offset 0x0
backing_file_size 0x0
cluster_bits 21

size 26843545600
crypt_method 0

11_size 1
11_table_offset 0x600000

refcount_table_offset 0x200000
refcount_table_clusters 1

nb_snapshots 4
snapshot_offset 0x130600000
incompatible_features 0x0
compatible_features 0x0
autoclear_features 0x0
refcount_order 4
header_length 104

root@mi-service:~# gcow2.py /vms/share/Centos6.5-tf.5-tF set-header nb_snapshots 0
root@mi-service:~# qgcow2.py /vms/share/Centos6.5-tf.5-tf set-header snapshot_offset

0x0

root@mi-service:~# gcow2.py /vms/share/Centos6.5-tf.5-tf dump-header
magic 0x514649fb
version 3
backing_file_offset 0x0
backing_file_size 0x0
cluster_bits 21

size 26843545600
crypt_method 0

11_size 1
11_table_offset 0x600000

refcount_table_offset 0x200000
refcount_table_clusters 1
nb_snapshots 0
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snapshot_offset 0x0

incompatible_features 0x0
compatible_features 0x0
autoclear_features 0x0
refcount_order 4
header_length 104

(2)  EAETE R EHT R S
3.4.5 EMHERRE, KAEBE

1. BIFEM &
A AU RS, AR E %

Booting from Hard Disk. ..
Boot failed: could not read the boot disk

iPXE 1.0.0+
Featy HE

39 on PCIOO:03.0 (open)

s = ) £
> :da 41 ¢ Error Beelld (http:r»

ting from Flooppu, ..
3t failed: could not read the boot disk

Mo bootable device,

P A

JFH P 25 52 I R I T2 1 A3
3. WIFE R

A EMYLHEG T 7B

gqcow2: Preventing invalid write on metadata (overlaps with snapshot table); image marked as
corrupt.

f#H gemu-img check XXX (XXX AQCEBAHIZ) S B ZEN SR SR A IR, WA



rootfLSSZF- i~# gemu-img check /vms/SG_IPSAN/mzgk.img
Leaked cluster 263448 refcount=1 reference=0
Leaked cluster 263465 refcount=1 reference=(
Leaked cluster 271515 refcount=1 reference=0
ERROR cluster 274639 refcount=0 reference=1
Leaked cluster 274955 refcount=2 reference=1
Leaked cluster 275507 refcount=1 reference=f
Leaked cluscter 283000 refcount=1 reference=0
Leaked cluster 283216 refcount=1 reference=(
Leaked cluscer 302097 refcount=1 reference=0
Leaked cluscer 317849 refcounts=l reference=(0
Leaked cluater 319317 refcount=1l reference=0
Leaked cluster 320284 refcount=l references=(
Leaked cluster 324133 refcount=1 reference=0

i1 errors were found on the image.
Data may be corrupted, or further writes to the image may corrupt it.

12 leaked clusters were found on the lmage.
Thi= means waste of disk space, but no harm to data.
264974/4569248 = 5.80% alleccated, 4.59% fragmented, 0.00% compressed clusters
e end offsec: 218944634EC |

EE:?ELSSZFh__ ‘f gemu-img info /vma/SG_IPSAN/magk.img
image: /vms/SG_IFSAN/mzgk.img
file format: gcow
wirtual size: 279G (289450236828 bytes)

sk siﬂniuzos . I ) {: i

r size: 65536 | il T R

4. mET5E
#AT gemu-img check -r all xxx XXX AARHBEHB K ETGIF, WRERI)E, M
LRI AT 53
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Z&EE

B ZA, &ETFIMHEN, AMEBETREF S RIGESF.
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3.4.6 EMHLITFZKETEBITEETERL

1. HPEIR

o ERNUEE KM, KEEARETENR, #HEERN 99%.

o JERMWLER DU B BN B EE N 0, REF 15 4380 L E.

2. HipESN

F Pk 45 T RESZ 5

3. HpEIRE

o HARSCHFECR, EEMAT N TIEM, B LA R AR K

o MPEB, WAEAERNEEHRECR, NAEIER RS

o TRMEWLEE, FEINLBIRSS .

o ITEMZEHT.

4. mE Tk

o BEHMWLB TR, HERMEBIT RS 56 B

o T HBMMNLAIALL, BUEERRL S R 0N S PRk

o KBNS IES, WA FRETLIEH i KVM 2R R ERAT S .

o WHRITBMLHW, HH virsh list ay& Mgy A& H i B HLPIRES, L5
[N pause, H B4 running, ] virsh destroy iy 4 5¢ R L& H ) s L, 8
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Fl systemctl restart libvirtd 74 &3 libvirtd %5, {4 virsh undefined 14
AR UL, virsh start @14 B3 H E’Jlﬂﬁfﬁﬂﬂﬂl, TR E A5

3.4.7 EWWEBEETKI, HEIRBEEA 7501

1. HBEI R
TEEHT G B BN, 85 RN B T, RSN 7501,
2 ESZ ;.’:s/]]r]

FEMWLBA IEMHE, TTRERZ M IE R

3. W RE

FiiRhY 7501 — 2 BT uspheretools.py AT 51, AT LATE H Evar/log/uspheretools.log
s H AR R A

H AT bR LA R R

o RMNMLALINIR, libguestfs ST A RESE 7 X S5 B, WA o4

o BN A LM% Uspheretools, REFIMLAES gemu-ga k55 7%

4. mEFE

o  EEHEEHIT gemu-img check -r all xxx (XXX AAEMAEG) A RESig ik,
o HHi4%: Uspheretools.

3.4.8 EMHERAZRILIRAM, & “XHENEIR" #Hix

1. BPEI S

AL E0710P11 J 2 A A HIlEId 2= BT 2 E0718 K2 Ja kA, I AL
IERATESS R, AT “ SO DL R 7.

2. BpEFZ

REWLICIEE FH = AT AR 2R

3. #pEREA

#%E caslog I A[LLFE B SCP (FE5&MAT R, HiR{E S E"A “Bad SSH2 cipher spec

‘arcfour128,aes128-ctr,aes192-ctr,aes256-ctr'”.

2022-08-10 17:14:00 [ERROR] [Domain Request Processor Manager 10] [com.virtual.plat.server.vm.ssh.ScpUtil::copyStorage]
==============SCP : scp -0 Ciphers=arcfour128,aes128-ctr,aes192-ctr,aes256-ctr root@f ~ "~ =~ ~":"/vms/MacroSAN-
37T/test_inc_1" "/vms/ONEStor-CAS-32T-1/test inc_1"

2022-08-10 17:14:00 [ERROR] [Domain Request Processor Manager 10]
[com.virtual.plat.server.vm.ssh.SecureShellManagerimpl:execCmd] Execute command Error Msg:command-line line 0: Bad SSH2
cipher spec 'arcfour128,aes128-ctr,aes192-ctr,aes256-ctr'.

H E0718 AL, AT fitik openssh JwiF-4% T openssh kA, Rk, N EkSEURE T A
o (HEZRAMN ZRILERE O T RISETI2 KA “scp -0 Ciphers=xxx” 7. XFHEHIE
E0718 Z Ja HIRRA L4 AT R

FELIERERT, 5 RN AL SO, ME libvirt BEAT3ERS, A2k SCPAESS. miXf T
BEIERE BN, BRREE S AAE 2 RBLBOCIE . RIS UL, &k SCP 155, NSz
RMLAE 55 R

4. WmEFE
HIBRMEG SO E, RAELIT R,

11



3.4.9 CPU J3§3%¢ 7280 BE#1, Centos5/6.8 EHIHLEBNATR soft lockup (&%

1. HrEER
{E¥#E C86 7280 32-Core CPU M55, i F Centos6.5/6.8 JE#IHLE4T J5 sl , 2 H B soft lockup”
Hiko

2. HIBESZ N
FERMLTCIE R E 30
3. R E

TEIHUE I kernel dump K, 7;@”? st AT g2 B “soft lockup”, FLX RIS R A
EAFRMNHER . ERFENZ, X% HHREFEIEITE “exception RIP:
get_random_bytes+41” I #JCiEiR [l

PID: 1208 TASK: ffff8802374ff540 CPU: O COMMAND: "‘modprobe™

[exception RIP: get_random_bytes+41]

RIP: FFFFFFFF81331419 RSP: FFFF880236b6fcf8 RFLAGS: 00000203

RAX: FFFFFEFFFFFFFFFFT RBX: FFFF880237F79cf0 RCX: 000000000000000a

RDX: 00000000000000Ff RSI: 0000000000000008 RDI: FFFF880237F79cf0

RBP: ffff880236b6fd38 R8: 0000000000000000 R9: 0000000000000180

R10: 0000000000000000 R11: 0000000000000000 R12: 0000000000000008

R13: FFFf880237F79ce4 R14: FFFF880237f79df0 R15: 0000000000000001

CS: 0010 SS: 0018

#0 [FFFF880236b6Fd40] _ ipv6_regen_rndid at FFFFFFFFa01559ed [ipv6]

#1 [FFFF880236b6Fd60] ipv6_regen_rndid at FFFFFFFFa0157240 [ipv6]

#2 [FFFF880236b6Fd80] ipv6_add dev at FFFFFFffa015753e [ipv6]

#3 [FFFF880236b6Fdb0] addrconf_notify at FFFfFfffa015a8e9 [ipv6]

#4 [FFFF880236b6Fe90] register_netdevice notifier at FFFFFFFF8145d9bT

#5 [FFFF880236b6fee0] addrconf_init at FFFFFfffa019e3be [ipv6]

#6 [FFFF880236b6FF00] init_module at FFFFFfffa019e198 [ipv6]

#7 [FFFF880236b6FF20] do_one_initcall at FFFFFFFF8100204c

#8 [FFFF880236b6FF50] sys_init _module at FFFFFFFF810bc291

#9 [FFFF880236b6FF80] system_call_fastpath at fFFFFFFF8100b072

RIP: 00007efef7b33eda RSP: 00007ffeffffb808 RFLAGS: 00010287

RAX: 00000000000000af RBX: FFFFFFFf8100b072 RCX: 0000000000000030

RDX: 000000000261e6e0 RSI: 000000000008ad20 RDI: 00007efef7e12010

RBP: 00007ffeffffbb00 R8: 00007efef7e9cd30 R9: 00007efef7ffF7700

R10: 00007ffeffffb770 R11: 0000000000000206 R12: 000000000261e6e0

R13: 0000000002625250 R14: 000000000261d550 R15: 000000000261e6e0

ORIG_RAX: 00000000000000af CS: 0033 SS: 002b

ik, RIL get_random_bytes() ph Hii 2 & @it CPU $84 rdrand SRIEEBENLEL . 78 BT
BATEENLER S, BIEA TR, FTRESAF/E rdrand flag i &, X3 ZZHN AMD CPU [
rdrand AN RaE . BAh, KL Cent0S6.8 WIZIR A% (Ch 2.6.32), Ti%M AR
AP Linux #1 X 22847 1L H rdrand F514%

4. mE &
N T R IR R, AT PAFE RN XML SO &S CPU #4r, K rdrand 428 H BRI AT,

12



3.5 FlEHEXFE
3.5.1 EHHE 10 TREAERERH KT

1. HBEIR

-G, BT LUE B EALIERE R i AR 10 JERER, WL I 7RI R . L4k, £ ping
READBUR PIZE I T 83, JFHEEMI T ZEIR.

2. BIFES 0

REINLTCIE R AL, s2mi k5.

3. kR

it 10 it ERCOR, I H I0PS 85 .

4. mEFE

EEXTRBAWINES 10 R JTECRIE DL, W] LAZE SR E AU #8 B A it b o an SR,
ALK UL 10 HEATIE 2 IR 40 T BTN

- FEiE 100%

BER A=
® ms
© K
& SR EEET O ME v

o EiF -

=0
B et
EHNUMAZE

» 5I5eE

Lo W=hii s

3.5.2 HE=FEHMBINELM

1. BIPEM &
Ja S AAE U M, A R RS S
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2. #

= B/,

[Ex=A10

F P ash it =56, WS EEIEwF .

3. HWFEREE

A] e B LR AT BE A I N 4% B A O TC B A TR IR . DRI, JRATT AT DL IR 48 Al 5 A 7 T %o i) gk
ITHEE

4. R85k

TETCVEBIEAAE G LR, CUR 7 1 /5 BT HEE A5 L8 DA B o 6

KRBT RKE TIEEY, FEFENTCEY) X LUN.

R R 2% 3 B AE I BE R R B PIA, AR 5 & 2k & FC #1 IP SAN.
r#Hrivar/loglocfs2_shell 201511.log, /var/log/libvirt/libvirtd.log Fl/var/log/syslog H & 4,
BRI BB R A .

62 05 (A L SO R G B B S0 2E fete/default/o2ch " " etc/ocfs2/cluster.conf' & 75—
KEZBRELTIER, W4T multipath -Il /747041 LUN 25 IEES 7 28648, HR TR
5 WWID(NAA) % Fx Aldevidisk/by-id/dm-name-36000eb34fe49de 760000000000004064
AL o

WRZZAE UV, AT fdisk -l iy R A REALE ST H .

WIER R FOVE, ] S 5 0T R R 55 4 DUAR e st 1) 751

R FRP R, ARTCIR RS A, 3 SR BRSO, BRAREOR SRR AT AT

3.5.3 HE=FHBESHEHATH

1. HPEIR

TEE P, S EALEE U AT DT 2E, TUHGVE IR BoR, EHF A%,
2. RS2

F P55 5238 R THAR 20

3. Wk R

Wk R, WEBNEA.

4. mEFH*E

FRBVFLE A RS PHIERIAR T 2L, HJS XS R EHUAR R

(1)
()

)

PAT df —h 74, KEAAEMEER % mount point, MEEREE IER Uil a1 ay 4 FHIE,
K TR AT IR ], I L = R R ZE T
AT mount | grep ocfs2 @4, & LM HMILE RS,
root@12-R390-FC-06:~# mount |grep ocfs2
ocfs2_dImfs on /dIm type ocfs2_dImfs (rw)
/dev/sdj on /vms/IPsan-St-002 type ocfs2 (rw,_netdev,heartbeat=local)
/dev/sdm on /vms/VM_BackUp type ocfs2 (rw,_ netdev,heartbeat=local)
/dev/dm-0 on /vms/FC-St type ocfs2 (rw,_netdev,heartbeat=local)
/dev/sdk on /vms/IPsan-St-001 type ocfs2 (rw,_ netdev,heartbeat=local)
/dev/sdl on /vms/1SO_POOL type ocfs2 (rw,_ netdev,heartbeat=l1ocal)
AT debugfs.ocfs2 -R “fs_locks -B 4, A %M & 757 FHL%E lock.
a. AR N, UWIMAE sdb, sde #APHZE, T sdc WIFAAEFHZERY locks. sdc 7 3
A~ dim lock 4bF-BHIZEIRZS
root@zJ-WzDX-313-B11-R390-I1P-07:~# mount |grep ocfs2
ocfs2_dImfs on /dIm type ocfs2_diImfs (rw)
/dev/sdb on /vms/IPsan-St-002 type ocfs2 (rw,_netdev,heartbeat=l1ocal)
/dev/sde on /vms/VM_BackUp type ocfs2 (rw,_netdev,heartbeat=local)
/dev/sdc on /vms/IPsan-St-001 type ocfs2 (rw,_ netdev,heartbeat=local)
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/dev/sdd on /vms/1SO_POOL type ocfs2 (rw,_netdev,heartbeat=1ocal)
root@zJ-WzDX-313-B11-R390-1P-07:~# debugfs.ocfs2 -R "fs_locks -B" /dev/sdb
root@zZJ-WzDX-313-B11-R390-I1P-07:~# debugfs.ocfs2 -R "fs_locks -B" /dev/sde
root@zJ-WzDX-313-B11-R390-I1P-07:~# debugfs.ocfs2 -R "fs_locks -B" /dev/sdc
Lockres: P0O00000000000000000000000000000 Mode: No Lock

Flags: Initialized Attached Busy Needs Refresh

RO Holders: O EX Holders: O

Pending Action: Convert Pending Unlock Action: None

Requested Mode: Exclusive Blocking Mode: No Lock

PR > Gets: 0 Fails: O Waits (usec) Total: O Max: O

EX > Gets: 13805 Fails: O Waits (usec) Total: 8934764 Max: 5

Disk Refreshes: 0O

Lockres: MO0O0000000000000000020737820a41 Mode: No Lock

Flags: Initialized Attached Busy

RO Holders: 0 EX Holders: O

Pending Action: Convert Pending Unlock Action: None

Requested Mode: Protected Read Blocking Mode: No Lock

PR > Gets: 2192274 Fails: O Waits (usec) Total: 15332879 Max: 1784

EX > Gets: 2 Fails: 0O Waits (usec) Total: 5714 Max: 3

Disk Refreshes: 1

Lockres: MOOOO0O0000000000000020137820a41 Mode: No Lock

Flags: Initialized Attached Busy

RO Holders: O EX Holders: O

Pending Action: Convert Pending Unlock Action: None

Requested Mode: Protected Read Blocking Mode: No Lock

PR > Gets: 851468 Fails: O Waits (usec) Total: 409746 Max: 8

EX > Gets: 3 Fails: 0 Waits (usec) Total: 6676 Max: 3

Disk Refreshes: 0O

. BEiFHZERY dim lock FIfE ISR, 7#E owner 5 i b2 X B ()4 A L. 7548 dim lock
15 2, RILE owner iy 5, I 75 % 3 /etc/ocfs2/cluster.conf S 4EH £ #1454 5 1) node,
ssh #iZ node ', AT dim FI&EHIdT %, &F dim B& 1 S E .
root@zJ-WzDX-313-B11-R390-1P-07:~# debugfs.ocfs2 -R "dIm_locks
PO00000000000000000000000000000™ /dev/sdc

Lockres: P0O00000000000000000000000000000 Owner: 5 State: 0x0

Last Used: O ASTs Reserved: 0 Inflight: O Migration Pending: No
Refs: 3 Locks: 1 On Lists: None

Reference Map:

Lock-Queue Node Level Conv Cookie Refs AST BAST Pending-Action
Converting 10 NL EX 10:1260

. RS EX % lock FIfERITESL, FTRAERIT R 7 — B, EARMTE 7 Hih node
1) BHL 2 :

root@zZJ-WzDX-313-B12-R390-FC-05:~# debugfs.ocfs2 -R "dIm_locks
PO00000000000000000000000000000™ /dev/sdk

Lockres: P0O00000000000000000000000000000 Owner: 5 State: 0x0

Last Used: O ASTs Reserved: 0 Inflight: O Migration Pending: No
Refs: 12 Locks: 10 On Lists: None

Reference Map: 1 2 346 7 89 10

Lock-Queue Node Level Conv Cookie Refs AST BAST Pending-Action
Granted 7 EX -1 7:1446 2 No No None
Converting 4 NL EX 4:1443 2 No No None
Converting 2 NL EX 2:1438 2 No No None
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Converting NL EX 8:1442

8 No No None
Converting 6 NL EX 6:1441

3

1

No No None

NL EX 3:1438
Converting NL EX 1:1442
Converting 10 NL EX 10:1260
Converting 5 NL EX 5:1442
Converting 9 NL EX 9:1259 No No None

d. 7EBHZEM node L, il ESCH ) node 7, tH AT DL G R dy & A X B ) B ZE ERE
ps -e -0 pid,stat,comm,wchan=WIDE-WCHAN-COLUMN | grep D

Converting No No None
No No None
No No None

No No None

NN o NNNN

PID STAT COMMAND W1 DE-WCHAN-COLUMN
22299 S< 02hb-C12DDF3DE7 msleep_interruptible
27904 D+ dd ocfs2_cluster_lock.isra.30

e. A7l BH ZE | 75 22 8 JE 0 BP0 IR 5548 R AR R i) A, B R PP IR R

— fEPHZER) node F, AT ps -ef |grep kvm B E T E 1% EHL LIS AT BRI

—- JEEERIE R EBPEERE, 0 S NMERINL VNC b F24E R

- KM VNC 83 BN ERE S, &ML PR R &5 i L TE 5K
P, DU RE R Kill A4 5 OC BRI LIEERE , v 4K kill -9 pid.

— XM reboot 4 EHER EHL. B reboot dr A4, M TR ELE iLo &S
FIENGE R, ER S E RS, 5058 reset HATHS .

- RE#EE, KERGLGKEIER.

3.5.4 EH|7Ff#% Fence £3

1. P&

YFEMLAE (8 B HE 0 RGN 2 B WA BN TR . A, YAy, YRR
fence FFMHEPATE B EEAE. XFRERME R ER LR RIS 0 —FR 0, FH T RUBEEE BE TR T 1) 58 3
FIRRS:, R T SR IR (R B B A . fence FiARE —MRBEER & TR T %, BAEFR
IR ) AR E SR E A e B . IR fence FiR, BT DLRRAREHE F R AAN AT R KRS, SRR
FAY AT S AR S

2. tRESZ M

FH Pl 5% 52 85 R TR AR R

3. HpEIRH

o JREEBER S AREHRREEY .

o iR,

4. mEFE

— B IESL R, fEivar/log/syslog HH 4 A7 1E B R EE RS W0 H B B, Wi I8 FC 1) down. iSCSI
ot FC EEWIT . BESL 10 IR 15 R,

A 4MMEIvar/log/ocfs2_fence_restart.log . EEF B E fH H0ic %, EAHEBIAS LUN F224E10, DUAE
J PR JER A«

Restarted at 2017-03-14 14:28:52 (1489501732.600511). UNKOWN_DEV, UNKOWN_UUID,
o2quo_make_decision: TCP disconnected with other nodes.

Restarted at 2017-04-08 22:04:57 (1491689097.184531). dm-1,
BE229C2491E64FEA98550DF0469B6C10, o2quo_disk_timeout: Disk heartbeat timeout.

S )RR A TR R RS, FE VT R TR . LA HEA SN, WAL T AT HEA
i) /2«

. R%-2%, JIHERY bios/firmware R AS 2 75 55 A2 .

e VCJIEMREZHH/IE,

o JRSEE L IML A H B T
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o JIR% #Ivarlog/mecelog T2 A HRAE1E S

o EH:FC MM FCORLFREIER, nLUEE A Hebl A X NI, cre iRt
ITEE.

o R fHEH FC SAN, FHFEME FC A IHLE & A — X —1u 1 zone, F&EAF HBA 2
[ RZm . an s FC 2L 1S, BT N EX T LUN B Z AR E, #HUE FC
LIS . X TIELETY S 1) FC AZHML, W7 EE FEAT AR T, 16538 B bLAE G
FEAR L FFRATHIA -

o WIRAMA IP SAN f7fit, FHFEEE FENS N O EEEEN, RN ERE L LS
FHEHESER.

o (EfFfETRERGAHE R HEEEL, B REESENEL.
3.5.5 #EXHRFEHEHIZE

1. HrEER

2 5% 25 S AR L B HE A e TS L, RS R AEAEE ML B T Re AR A — Bk

XFf ) AT B2 S BUE SRS S R GUE R o R TEEAT AL dd 1 fio SEERVERT, TIREZ:

SFEWRAIN, FEWATBE, BNTEESTEIB TR R A BE F R AR S e 55 i), AT

SHOL S

2. BIES N

FHFE S5 T, A HE 25 0 IR .

3. #pEREA

R 45 25 S SR W7 P B S

4. RE 5%

(1) FELEAE EN B E RS RS

(2) UUHH—GFINE, RAGLSIATHIRR, BT dm-0 B, AT fsck.ocfs2 -fn
/dev/dm-0 fir 4, FHARFERT A B4 H .

(3) HITEE ML (Kt fsck.ocfs2 -fpy /dev/dm-0) HHATIEE .

(4) FEE4HE, 1EHAMENL IS A7

(5) TEFTAE LS Bt N R ALY 55 .

=
A iE

o EAMTRASALE, BERAKRABALFALZAZLE,
o  FEREZBEATHIENELME, ERKEINEE, —HFRELHARAIFARLATHM.
o  WRINMTE, BEBEATRAEEA, FELKRELAKSHN, HANBERAL.

3.5.6 BEIAZEFMBAILY, R “FiEitRE A slot”

1. HPEIR

TEE Y & WA s E AR IR “ A&t A AT FH Y slot”s
2. RSN

ToF A ENAFEI, 52 P55 2R,

3. WpER

BEEGHE, AR S T R

Error: Disk /dev/disk/by-id/dm-name-2225d000155a30dda had been mounted by other hosts, not
need to format it.
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e, MRl TiZAE C ety T EER TN, Rg5 G RNBEIZH0 s, Bf kst
AT HR

4. WMEFE

AL 1 6 PR EER, MRRR)E, AT & BRI H .

3.5.7 REANNEZEMEETIRECE ZIRIFELW

1. HBEIR

FUH B I RE N, BT RN A i RS “HlE ZEE RN, IS E RS . (B
WAL, 5106)7:

Enfrisit

HWEE00-2-LUNDO4

= HIEOTIERR
Jity-fip

HWEE00-2-LUNGOS

HWES00-2-LUNIS4

HWEE00-2-LUNDO1 HWEB00-2-LUNOE4

MS/HWES00-2-LUNOB. .

Isopool

Zjt-sc-data
HWG&OO-E-LUNODj
ERAATEAN D 11 IMAS

it

Eﬁﬂﬁéxﬂi SRR
REWR, (HREA: 51
36506MTT100e575.,.  HUAWEI XSG1 06]

E
.'ﬂ_ﬁ*ﬂ_'ﬁ*ﬁ""ﬂ"_ﬁ'"ﬁ ¢

2. BRESZ M
TeikBa s, sem s pol g b2k
3. WFEREE

i syslog H&E, #iiA Usphere iR 513 ZA74EE R WWID 5 577680 % B 1R S — 3. RA
#ﬁ,%%ﬁ%%?%%ﬂ%ﬁ%ﬁ%%ﬁumezF Lt XA AT T B0, (15
WWID 5 K4 T e74% . WK FrR: Usphere U211 wwid 9~698, 171 wwid 4~699.
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table

5¢ 1000000698

5¢ 10000006%

30%5¢ 1000000¢

¢ 10000006¢

15 100000061

4. B3k
e G EN AT RS G ERE, BRI AL E

3.6 MEHEXFE

3.6.1 EMHEFREMNMELINEAHEFW ST E

1. HPEIR

FHLERE UL B2 1r) 5, 51 250, P P D 286l 55 AN i S5
2. RSS2

s FH P 55 W £ 17 1]

3. WpER

P L BC B AR, BN 2 28 2 I

4. B %

o IEBMZHHESZEIER.

/
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L FS A
active-backup : I&

root@cvknodelll:~# ovs-appctl bond/show

---- vswitch® bond ----
bond_mode: active-backup . E::::E::!b %.%
bond may use recirculation: no, Recirc-ID : pe o=
bond-hash-basis: © lacp iR -
updelay: @ ms off: Bz
f:g;dglgg;j " configured : FIZURIZI
_ : iated : D
lacp_fallback ab: true negotiated : HSHHFIARH]
active slave mac: 40:a8:f0:28:14:d8(eth@) .
Fign

slave eth®: enabled

active slave

may_enable: true

Y- RAHBRE

slave ethl: enabled
may_enable: true

I FE R, $4T ovs—appctl bond/show i 4 A] DL A RIS AL B S E -

o MPBHWAHNEHIZHEEERE, WHHZHBNA T ELERAH

o MWHRBHWAHHEHFRFHSAESHES, EX%IEXT%HLH&@EE*%*%%QH, WAz
FURUIRSS 2 R G E A B0 WS I 4 54 R .

o WIREHATHMAE FshATEE, W FHEEEAE lacp_status IR R HAR A2 configured,
MR RBA R A VIR R, BR 75 ?&ﬁF%#@iﬁs&fﬁ&ﬂ%ﬁ@B’]@ﬂ%fﬁ%,@%%éﬂﬂ%’é@\
R D A P IERTE . DL TR ST select IR L.

&2 RS AL PR N RS S IEA }Aﬁﬁﬁl‘ﬁjiﬂﬁﬂﬁc?ﬁ%iﬂﬁ)ﬂE‘J%fim%)ﬁ, Al LA

PAT ifconfig ethx & EFMRIPIRE, -

[root@cvknodel1@ caslogl# ifconfia ethb

eth6; f1agh 4162<UP, ERDAD'ABT RUMNIMNG, MULTICAST= | mtu 13580
ineté f 162 t:fe3d:a5e prefixlen 64 scopeid 8x28=<Link=>
1neté fed f:fe3d:aSe prefixlen 64 scopeid 8x28<Link=
ether 60: :5e  txgqueuelen 1668 (Ethernet)
RX packets 54 26 bytes 106867962564 (99.5 GiB)
RX errors @ |dropped 7 overruns 83979 frame @
TX packets 8404047 bytes 1528917305 (1.4 GiE)
TX errors @ dropped © overruns 8 carrier 8@ collisions @
device memory 0xc74600800-c747Tff

RRARAS BT

o <UP,BROADCAST,RUNNING,MULTICAST>: F/rMIEH UP, A LUIEH Ik G,

o <UP,BROADCAST,MULTICAST>: F/xM-REMZH UP, (H2H)E DOWN. B ]
LU H ip link show dev ethx &, W13 RRAHH NO-CARRIER M2 I -~ A7) BEAE
down, MBS RIZAS A W -RARZE R A I, Wi, AT PSR e AT B R

ik 1p {5 / 2
0: ethz <NO-CARRIER, E’PUADI AbT I“IIJLTII AST IJP mtu 1568 qdlac mg master ovs-system state DOWN mode DEFAULT
Link/ether d4:61:te:17:c9:aa brd ff: ff ffiff:ff:ff

o <BROADCAST,MULTICAST>: %%TH%WEFF'E DOWN, #] LT ifup ethx 5(
ip link set dev ethx up 4, TEHRMZMEGEMFE UP.

KM MTU 25 B, a0 MTU BEA R, 1] ARSI T T8 0.

WRE R EHAEEEEC. R EAEECHEE, WUT ifconfig ethx; sleep 10;

ifconfig ethx A &G LOMAITEL T AN, WREAEM, VHTHER P g0

ol, mTCAZNE, SRR, W FHEHT RS
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o dropped: FREIEMLCLHEA Ring Buffer, {HREMTHNEANEERGHE, SEAERE N
FINAAREFE R EFF . ATLLER ethtool -G ethx rx xxx ()75 303 K M -& Ring Buffer (17
AHEE, 7 B~ Ring Buffer 2 S0 <A iy, @055 2.

o overruns: Ring Buffer i, SERCGEEA 2M -~ K Ring Buffer I gz 3 < £3%, —
At CPU Joik KB b EE R i T 51 S o B2 Fp e, 7T DAME SN = HR TS A,
RSN CPU b B,

o frame: #EULFIN CRC REHT R HKEASEEFIT RO EE, X P /o0 g 15 5
EEETp A W 1t =1

o errors: FTAUWEMHREERESM, #HEh: Ring Buffer i, too-long-frames 4%, crc
Hi%, overruns %,

AT R AL R 2% P B 2 75 1E#f . 78 VKS LG 63T /opt/bin/ovs_dbg_listports

4, R VKS FUaT g iME 2, SR ME S5 5 S il i HE A o 1R S 2 4

.

%= I PEE W Allnc
BT hilER vnetHHF E B Emac AL i

biil
wmas Enk= vlan MTU wetfiBE #wOS
im0 i 0= Dl g8
(veb )
vswitch® 40a8f02814ds 65534/2

vnet® 0cdadlldeels 14/5

vnet2 0cdadlld4379 12/7 100x 2800

vnetl Ocdadlldloze 11/6 1560

bond vswitche_bond i
ethl -JGaS‘t@EEleQ 31/3 uxe 1500 03:00.1 21
ethe 40a8fe2814ds 32/4 *uxe 1500 03:00.0 21

BawO

o FE VLAN Bt E /& 75 IEAf: 75 Usphere REFUL 240 #h B, ARFE 2 ML MAC Rtk (7]
EEHT G AR E#D, RAIKFRK vnetx W& 5, 7 IEH B FEK VLAN BiE, &
FZN0T A2 75 A A (1) 55 BESRAH A

o I IPIMAC 9FE & IEM: EEEF S ESUR N U, FRET R ERIN R, ATeA
BEEMMERZERE T IPIMAC 455€:

- IPvafER

IP/MACHS FIES DHCP®

* FEIPv4 172.20.26.35

IP/IMAC 25 R RN R P I 1P Ji5, B~ R Bef 0 e ) 1P A& R ST, 8 H
FoAh ) 1P RIEHSL, MIFRSC2HE OVS MR FE#L
BT LR RIALA A 24 1P (355, @UCK IPIMAC ZRe Bt B BN . [FIRHB 7 Z s M40
(1) 1P 5 REAALA BT 1P 22 153
KA ACL/REAURS KB 2 5 IE M. ACL/REAURS K BEHC B AN IERAINS, PR T BRI R L
B OVS B F#. JuH 2 Cloud OS I75%, F 2 HFE 5 BAWLAER 1P Hihik /2 158 22 4 1%
17 (OS BN 4 FALED .
R IR AL : PimEE e E i at, T Ress 3 BUR LR ST B8 25 42 5 B 2%
AN, B R AL B 7 5 1 PR ) S B0 0 PR 7] R
BRGSO R, AR NS SKE . WHAT service ds_am stop;
service ds_agent stop; service ds_filter stop 4, KHLERKE.
IMEHABAEEAE : R LR FTE 7k el w8, wT L@ I i i, whil B
R EAALE, B R e
“check_network” JHIAZTE Usphere iz #4637 5138 F IR IEIAS, 488 FH 07325 DL S 2 3000 B
T
check_network.sh
[--vswitch=xxx]//185E FHZIEN vswitch, ARSI vswitch, vswitch 405 1473 DA,
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[--iface="vnet0,vnetl,vnet2, .. ."1//iEEHFEIMEH vnet K.
[--iface_mac="0c:da:41:1d:f6:4b,0c:da:41:1d:1d:7d, .. ."]//7 LLiEil mac 52 = EHMER
FEAUHLIN R o
[--ping=Xx.x.x.xX1//[FBEPATHAR B & FRE ping 1£55, ping 28 A XREE—1 ip.
Dxxxxxxxxxxx]// 48 E IR UE 5514, B 1k peap SCAF & IR ORI AR 18], SCR 61 228 T 77 ) example,
ERSHIATLERSE, W DR bR O R R E S
dump example:
ARP: arp and host X.x.Xx.x
ICMP: icmp and host X.X.X.X
ICMP6: icmp6 and host Xx:x::ix:Xx
DNS: port domain
DHCP: udp and port 67 and port 68
SSH: port 22 and host X.X.X.X
LLDP: ether proto 0x88cc
LACP: ether proto 0x8809

Himﬁﬁﬂ J7iEHA
o M 1: {HIL vswitchO #f 52, AT VLW T iR,

- ftﬂfﬂluﬂ%ﬁﬁ‘] VKS ##i47/home/test/check_network.sh
—--vswitch=vswitchO --ping=172.23.51.112 "icmp and host

172.23.51.112"w%
--vswitch= vswitchO, i & i H FE LA #eAL vswitchO KM AL .
--ping=172.23.51.112, £/ HIA B 3K ping 1£55, ping [ H (%4 172.23.51.112,
SEEREIIS, TR E R VMS [ 1P dihik
"icmp and host 172.23.51.112", F/IMARIEERM, EH “172.23.51.1127 &t
NSERR VMS [ 1P Hiudik.

- fEVMS EPT)Ehﬁlhome/test/check network.sh --vswitch=vswitchO "icmp
and host 172.23.51.114"w4%
JL--ping Z4L, UNTE VKS 24 kit ping 4155, FrUATRELE VMS EEHT R
ping 1£% .
--vswitch= vswitch0, [ .
"icmp and host 172.23.51.112", F£/RIMEAREIEFKME, 15 1P Hulilk B H320R VKS
EHLH 1P Hohik.

o [ 2: BN RN /O KEMI H . %0 I A8 1m, FHEE /O AR, 1§

PN FEZAELEA 255, P AR EIMBUB BN S

— fERRWLTER VKS EHLFH4T/home/check_network/check network.sh
--iface _mac="0c:da:41:1d:f6:4b,0c:da:41:1d:1d:7d"m% -

-- iface_mac 7 75 EHNE 1 575 ML K MAC Hilik, =T DLFE E £ 4~ MAC Hiulik,
Al 7 BETTF. WL E ) MAC ik a] DAZE R BT & () R D LR A b 2544 .

BeHES

PURETE: 8X1 nFE: 16.0GB MACH Oc:daxd1:1d:9%:b8 ek ¥
] = @ IPvasEat: 101253211 B
PUREE: 1% SEREE 0205% Ao
P v am  Fit 200008
— JAASPE A SRR

fE/root/tcpdump/ H 56~ , 228 il 5% H & DL IEL SO

-rw-r----- 1 root root 37 Jun 7 10:37 20230607103752-check network.pid, o
check_network JIAiz 1742 Bf) tepdump LUK ping 145 HI3ERE pid 5
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-rw-r----- 1 root root 3313 Jun 7 10:37 20230607103752-ovs_dbg_listports, ic.3%
check_network JIAIZ 1T ) /28 30 H8MF B
-rw-r----- 1 root root 1412 Jun 7 10:38 20230607103752-ping.log, ping 1£5 H&.
-rW-r----- lrootroot 287 Jun 7 10:37 check_network.log, ic3% check_network A
BT HE.
drwxr-x--- 2 root root 4096 Jun 7 10:37 eth2, vswitchO 45 5E 4 FR M - A SC A
drwxr-x--- 2 root root 4096 Jun 7 10:37 vnetO, #55E i HEA0L I & 9T A, S 1
drwxr-x--- 2 root root 4096 Jun 7 10:37 vnetl, drwxr-x--- 2 root root 4096 Jun 7
10:37 vnet3, drwxr-x--- 2 root root 4096 Jun 7 10:37 vswitchO, vswitchO I#M 4L 3C
e
o HRMHAIES.

#F check_network iz47ic 5% pid SO, 75 EE R ORI TR EAE B .

cat /root/tcpdump/20230518100318-check_network.pid

2403 2405 2407 2408

PAT ki1 154, 2Bk pid SofFdid 566 pid, ki 11 2403, ki Il 2405, kill 2407,
kill 2408.

A v
check__ network sh =T 3 KkiE 4T, % KBATER T4 %/ pid Sk, a4t REHE 2F 3 kil
pid XA+ 32349 pid.

WG R G, H— R RINOAES, BRIHFLEMOER RL TN,

WLk Rz, ¥ /rootitcpdump B AT LR AT R AT,

3.6.2 [EUM IP HhhibidzE

1. HIPEIN S
FEHL (B 172.16.51.23 A b THEERFIRES, BE FHRIRSHLIEFR; &FHEFERZ
VLR HE . SSH & F FEHLH N IR 20, SSH TR IER RS AN IER S 5%
2. HIBESZ N
Tk IEH BB L.
3. HpEIRH

FEAHL PC MR EIFEIAL, FIN7E L E vswitchO EIFEHME, 257 PC ER i SSH %
Ky AHTINEIPRSC, REIE .
o A PC EMIERICUIT, MIRSCHTTLLEF] 172.16.51.23 X ] MAC Hilik 2

Oc: da 41:1d:10: 2e

[A—— o

| sh &% ip. addr==172.18.51.23

| Tine Source Destination Frotocel Length Infa
9 9.0911372 172.16.51.23 172.16.204.111 SSHv2 1442 Server: Key Exchange Init
11 6.@18188 172.16.204.111 172.16.51.23 SSHv2 114 Client: Diffie-Hellman Key Exchange Init
12 ©.822376 172.16.51.23 172.16.204. 111 SSHv2 346 Server: Diffie-Hellman Key Exchange Reply, New Keys

130 A3707% 172 16 204 111 172 16 81 33 (TN 2 Cliant: hauw ¥
> Frame 11: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)

> Ethernet II, Src: HewlettP 28:14:d8 (48:a8:f0:28:14:d8), Dst: Hangzhou_ 1d:1@:2e (Bc:da:41:1d:18:2e)

> Internet Protocol Version 4, Src: 172.16.204.111, Dst: 172.16.51.23 -

> Transmission Control Protocol, Src Port: 51682 (51682), Dst Port: 22 (22), Seq: 1717, Ack: 1421, Len: 48
> 55H Protocol

[ Bc da 41 1d 1@ 2e 48 a8 f@ 28 14 d8 @8 @8 45 60 AL.@. (... LEL

. FEHLPRIMBE R SL, EFH VKS 57 vswitchO ] MAC Hiik & Oc:da:41:1d:43:79, P Hidik
7 172.16.51.23.
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@cv show dev vswitche _
> ugwltch@. < JCAST M CAST,UP,LOWER_UP> mtu 1500 gdisc nogueue state UNKNOWN group default
link/ether a:4l: 3:79 brd ff:ff:ff:ff:ff: FF

inet scope global vswitche
valid_Lft forever preferred_lft forever

inet6 feB0::eda:41ff:feld:4379/64 scope link
valid_Llft forever preferred_lft forever

. R AT A RN P I PN A EREC E T IP ikl 172.16.51.23, SEIP Huhilkphse.
4. WmE &
B AAE 1P MR p ok 5 5 e & v HoAth 1P Huhik .

3.6.3 FEEEECINM

1. EIREIISR

R I KBNS 4% (DL 192.168.12.19 A ping P1EEA#Al (DL 192.168.12.254 i)
Al PAIES ping i, (H2 MRl (192.168.12.254) ping fi%5#% (192.168.12.19) H T iE
AN B IR

2. HIBESZ N

R 28 B, sEma A PR B A e 1

3. MFEREA

AR

VCH1 VC#2

mac:xx.AD.79 mac:xx.AD.7D

mac:xx.AD.79

TEARBIH, BIHMH T UIS TR RS2, FHETIFWNEMEH T VC W &1E ML BRI, T] A ik

2514 eth2 Fl eth3 43 RI3EHE VCH#HL FIl VC#2, VCH#1 FIl VCH#2 43 BIEREZ #HHL SWHL A SW#2,

SW#1 il SW#2 i IRF H#EE .

T RS %8225 Usphere 5245, REIAZHAL vswitchl 455E eth2 Hl eth3, I HEC & #A 1 & s

HE A . eth2 fl eth3 #JF )5 T LLDP Zhfg.

REALAZ HebL vswitchl [ IP ikl 192.168.12.19, MM 192.168.12.254, %M < B EYFEAL

AL L

(1) KIMIRSSH (192.168.12.19) ping 2l (192.168.12.254) 1] LLIES ping i, {Hi2&MAL
bl (192.168.12.254) ping JIk%5#s (192.168.12.19) H: I I A IR0 4

(2) HE—BIER, RIS eth2 W-E N E MR, VKS T41(192.168.12.19) 5 %(192.168.12.254)
FAHATLUELE; EWEA eth3 I, BE ping AL 2 IR EAL. Rk E S04 ethd3 1E
F2 B BRI IR S KA L
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@)

(4)

()

o VKS EHl (192.168.12.19) F|M K (192.168.12.254) KR IIFRFEN:
“vswitchl-eth3-VC#2-SW#2” .

o vswitchl [f] MAC #ilik “FC:15:B4:1C:AD:79” £xid s 7E VC#2 1 R AT LA SW#2 [ R 4T
D o

o M (192.168.12.254) | VKS E£HL (192.168.12.19) (KR CLHRHE SW#2 F1 VC#2 [
MAC HihE £ i %, WFEN:  “SW#H2-VC#2-eth3-vswitchl” .

1 Fi| tepdump 44 /& eth2 #EATHNE, FHARAFIR .

PR SCORAF B A PC, {8 Wireshark TR0, 7TLUE 2 BARM R eth2 IR &4k
¥, {EAEARE ) K% LLDP_multicast R 3¢ (MK eth2 LJF)5 1 LLDP) , #3Cf5 B0 R AT
TN:

Ml eth?.cap  [Wireshark 1.8.2 (SN Rew 44520 from ftrunk-1.8)] (=N EcH =)

File Edit Wiew Go Capture Anabze Statistics Telephony Tools Internals  Help
Breee EEXEE AT L Qe | @® MR 8

Filter: BExpression... Clear Apply Save

Mo. Time Source Destination Protocal Length Infe
L0000 Honooh boe0o- Eroad-ast ARP 68 who

L

has 192.168.11.227 Tell 192.168.11.254

= 5 odL

4 0.634847 HewlettP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1

5 0.807190 HewlettP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1

6 0.8071%96 HewlettP_88: Broadcast ARFP 64 who has 182.168.12.37 Tell 182.168.12.1

7 0.816274 HewlettP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1

8 0.816280 HewlettP_88: Broadcast ARFP 64 who has 182.168.12.37 Tell 182.168.12.1

9 0.8459591 Hangzhou_h9: Eroadcast ARP 68 who has 19%2.168.11.1807 Tell 192.168.11.254
10 1.114050 Hangzhou_h9: Eroadcast ARP 68 who has 19%2.168.11.1807 Tell 192.168.11.254
11 1.634954 HewlettpP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1
12 1.634964 HewlettpP_88: Broadcast ARFP 64 who has 182.168.12.37 Tell 182.168.12.1
13 1.808356 HewlettpP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1
14 1.808378 HewlettpP_88: Broadcast ARFP 64 who has 182.168.12.37 Tell 182.168.12.1
15 1.817281 HewlettpP_88: Broadcast ARFP 64 who has 182.168.12.27 Tell 182.168.12.1
16 1.817288 HewlettP_88: Broadcast ARFP 64 who has 1982.168.12.37 Tell 182.168.12.1
17 2.166557 Hangzhou_hB: Broadcast ARP 68 who has 1%2.168.11.1507 Tell 1%2.168.11.254
18 2.263405 150.0.0.1 224.0.0.2 LDP 80 Hello Message
1% 2.266822 Hangzhou_h9:9e:e2 Broadcast ARP 68 who has 1%2.168.13.27 Tell 1%2.168.13.254
20 2.634916 HewlettP_B8:c3:5d Broadcast ARF 64 who has 162.168.12.27 Tell 192.168.12.1 -

. 3

# Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 hits)
® Ethernet II, src: fTc:lS:bd4:1lc:ad:?9 (fc:l5:b4:1c:ad:79), Dst: LLDP_Multicast (0Ll;:80:c2:00:00:08)
= Link Layer Discovery Protoco]

7 chassis subtype { MaC address, Id: fcil3:h4:lc:ad:79 |

# Port subtype = Intertace name, Ld: eth

# Time To Live = 120 sec

# End of LLDPDU

0000 01 80 c2 00 00 Oe fc 15 b4 1c ad 79 88 cc 02 07
0010 04 fc 15 b4 1c ad 79 04 05 05 65 74 68 32 06 02
0020 00 78 00 00 00 00 QO 0D 00 00 0D 00 DO 00 00 OO
0030 00 00 00 00 00 00 00 00 00 00 00 00

O l“_'rf File: "C:\Usershc09599\Desktopteth2.cap”... ... Profile: Default

LLDP_multicast % 3] MAC HiuhitA: FC:15:B4:1C:AD:79.

eth3 AN FEERRE, BRI ML vswitchl (mac: FC:15:B4:1C:AD:79) ] MAC Mi% %> 3
SW#2 fI VC#2, {HEMFE eth2(MAC th2 FC:15:B4:1C:AD:79)4: %€} K i% LLDP_multicast,
M2 VC#L ) MAC Hiulib 3R TifE 2, FE MAC FC:15:B4:1C:AD:79 iZ#4 %l | VC#1 Fl
SW#1, 3 ping EHLHIIR C S SWH#1-VC#1-eth2 IR K%, I eth2 HPRZS 4 H
R, AREHRSC, OVS HEEFIRL, T ping A,

4. WREFk
X AWFE I -E [ LLDP ZhfERI ATk & .
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3.6.4 BLE ACL SEUERI FciE17 18] W 5% ik

1. BFEI &R

FEFOAL AT DAIE 5 U5 1) Hoft ik, H2 307 i o6 (L 172.16.51.6 A .
2. BIES M

FH P AL 55 52 520

3. HpEIRH

ROCERBRAE T EAUNLI R -vent- LM R-W B Bl £ vnet MEHLF eth0 E4ME A BN
TG

root@cvknodell2:~# tcpdump -1 vneto -ne :Lcmp

tcpdump: verbose nutput ppr sd, use R
listening on vnet® c 62144 byt

. e IPva [ . L MP echo request, id 4244, seq 83, length 64

MP echo request, id 4244, seq 84, length 64

ecelved by filter
ropped by kernel

cpdump -i ethe -ne icmp
output suppressed, use -v or -vv for full protocol decode
ning on ethd, link-type EN1OMB (Ethernet), capture size 262144 bytes

s captured
s received by filter
ropped by kernel

s dropped bv interface

vnet F &I H] [ iemp 15RO, (B2 eth EEAIMH].
W, ATRAEE vnet 1 ACL L E
(1) 44T ovs_dbg_listports 4, TM%% vnet it J&@ B 4L
(2) #ur virsh dumpxml vm_name fix%, o] LAEE BN XML SCHF, n] LA E] interface
Mo ATUAEFBWFMEE:
<interface type="bridge">
<mac address="0c:da:41:1d:56:a7"/>
<source bridge="vswitch0"/>
<vlan>
<tag id="1"/>
</vlan>
<virtualport type="openvswitch">
<parameters interfaceid="bfcd8333-2282-4d08-a0bb-cc14a37ffle9"/>
</virtualport>
<target dev="vnet0"/>
<model type="virtio"/>
<driver name="vhost"/>
<hotpluggable state="on"/>
<filterref filter="acl-test'/>/lacl {5 Fx
<priority type="low"/>
<mtu size="1500"/>
<alias name="net0"/>
<address type="pci” domain="0x0000" bus="0x00" slot="0x03" function="0x0"/>
</interface>
(3) #4T virsh nwFilter-dumpxml acl_name 4, T LLEFE acl i EIANE.
root@cvknodell2:~# virsh nwfilter-dumpxml acl-test
<filter name="acl-test” chain="root"> ACL ##K acl-test
<uuid>41f62fca-275b-4a72-8ad8-515d9e9589cl1</uuid>
<rule action="accept” direction="in" priority="4" statematch="false"> //A\JjAIEIAKL
17
<all/>
</rule>
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<rule action="accept” direction="out" priority="5" statematch="false">//H 77 I\
17
<all/>
</rule>
<rule action="accept” direction="in" priority="6" statematch="false">// A\ JjAZ\K
17
<all-ipv6/>
</rule>
<rule action="accept” direction="out" priority="7" statematch="false">//H 77 MEI\IL
17
<all-ipv6/>
</rule>
<rule action="drop” direction="in" priority="10" statematch="false">
<icmp dstipaddr="172.16.51.6" dstipmask="32"/>//F% Hif#iht )y 172.16.51.6 & icmp i
P
</rule>
</filter>
(4) St ACL KN, mTEAFIE R, OVS H ACL MRS E T
root@cvknodell2:~# ovs-appctl dpif/dump-flows vswitchO | grep "172.16.51.6"
recirc_id(0), in_port(8),eth_type(0x0800), ipv4(dst=172.16.51.6,proto=1,tos=0/0xfc, fr
ag=no), packets:10426, bytes:1021748, used:0.369s, actions:drop

(5) #F ovs KINKZMETL, Bl LA B CHE drop HIME B
4. R85k
EUUEIIPL ACL it .

3.6.5 EHFANIESE SSH EETEEN

1. HFEMR

PN R LA L B 7 RS KBS, ERISRE AN/ L SSH R, JF BB INLECE 1 AHIF R
VLAN, {HEWWHLZ BAREELL SSH B,

2. tRESZM
FEIMLZ BASGE SSH Hil, S0 2 g%
3. WFEREE

R UM R #4852 7E vs-app L, BEIWLAREC B AH A 1) VLAN Sy 188 K I HLEG k5% FW_white,
W E AR,
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Hrp A SN P SRR I F

AR, R zone FIMEA—FE, —AN N 188, —ANN 0, IEFEN NN %2 188, zone
A FFE SSH 2RI .
4. mEFE
F L set_cvm_port_flow.sh LA K set_cvk_port_flow.sh JlIA #4715 .
e {EVMS Hffif] set_cvm_port_flow.sh iy &HATHIA . HAERMETEWT:
a. FAERIA set_cvm_port_flow.sh. set_cvk_port_flow.sh % VMS EHLHE—H% T
b. #47 bash set_cvm_port_flow.sh A, <455 H vks FAEJIA set_cvk_port_flow.sh |
lopt/bin/H % F .
c. PATTEME, fEivar/log/set_cvk_port_flow.log && H &, R4 HE W UG H & AR
% error HAEEIEHL.
o ff VKS F1#{T set_cvk_port_flow.sh @74, AJ DL FA BRI L H 3E4T flow
MBS, W] DA IISEoS B A L DT flow KMEE . BARERAETEWTT
bash /opt/bin/set_cvk port_flow.sh vnetx (ZHANN, SHH#R)
bash /opt/bin/set_cvk_port_flow.sh aa:bb:cc:dd:ee:FF(GE AN, SHER)
bash /opt/bin/set_cvk port_flow.sh
L4 %/f
set_vms_port_flow.sh JiIZ R AE7E VMS 3T, AL SE, W T:
script can only run on VMS!
example:
set_vms_port_flow.sh  check whether the virtual port configuration vfirewall and flow
table are correct on cvm and cvk.
o FTf vks LH#E EMATS, K 23:00, 2 HIPATLLTIA set_cvk_port_flow.sh, #iif
HILENL flow XL, 2 HENMEE.
o vks HEWAIIT:

o O O O

cvknodell6 vnetO of vswitchO is config FW, the flow table is correct, do not need
revalidate flow

(FREARE KBS, MRIEM, AFHEERBRR)
cvknodell6 vnetl of vswitchO is not config FW, do not need revalidate flow

cvknodel16 vnet2 of vswitchO is config FW, the flow table is error, do need revalidate
flow

(FL BRSSP K8k, R R, TEERRE

cvknodell6 vnet3 of vswitchO is config FW, the flow table is correct, do not need
revalidate flow

cvknodell6 vnet4 of vswitchO is not config FW, do not need revalidate flow

CRA M BRSSPk, A HEERRR

cvknodell6 vnet5 of vswitchO is not config FW, do not need revalidate flow
cvknodell6 vnet6 of vswitchO is not config FW, do not need revalidate flow
————————————————————————————————————————— 2022/08/29



3.6.6 W HEIIREL LIS

1. BFEI &R

FHRFAERE, JtHIZRT RN E I KB IEER:, XS SRS RIEM KRN,
o 26T 3 445 g o

2. HIPESZ N

FH Pk 55 I 26 52 5

3. WpER

i tepdump FEATHEL, W PRS2 B A7 78 70 I
o kit DNS fi#trik.

e RIETCPSYN IR, (H—#AE L%,
e  HMIPARHPHEHOHERY, BT S,

o  EK

PUAT netstat —atunp A EEEEA FH IR SRS IER: . T8 1T ReEA U
TRER

o EBEMANEHEE 1P, AEFFIAEIN IP.

o HHEZBER LR T4 W “cd” , “Is”, “echo” , “sh” £,

o R VKS HAMNMAE, HEHIRATHE— BHAE SYN_SENT.

ctive Internet connections (wW/oc Servers)

» LR RER A LU R AR

e

roto Recv-Q Send-Q Local Rddreas Foreign Address State PID/Program name

op a 176 172.16.0.2:22 122 225 207, 1958:31245 ESTABLISHED 52034/5

op a 0 127.0.0.1:33086 127.0.0.1:46207 ESTABLISHED 2102/mysgld

P ] 0 172.16.0.2:22 172.16.0.2:359393 ESTABLISHED 7123/ : rootfnot
op ] 1 172.16.0.2:43290 103.240.141.54:3508 SYN_SENT 4894L§13 pt

AT top -c R EH LT FE KB, R REA LU R A
e CPUHATESHE.
o BHREDNRERN— N HREFA.
A Fletc/crontab SCIF, FRBHRINT FE ENATLS . Bl VKS BB IR —SE 5%, X
LeYE AR, AT LA A BL .
rootfcvknode89:~4 cat fetc/crontab
# /etc/crontab: system-wide crontab
Unlike any other crontasb you don't have to run the “crontab’
command to install the new versicn when you edit this file

and files in /etc/cron.d. These files alsc have username fields,
that none of the other crontabs do.

#
#
#
#

SHELL=/bin/sh
PATH=/usr/local/sbin: /usr/local/bin: /sbin: /bin: fusr/sbin: fusr/bin

# m h dom mon dow user command
17 * * ok % root cd / &5 run-parts --report Sfetc/cron.hourly
25 & * ok & root test -x fusr/sbinfanacron || { cd / && run-parts --report /etc/cron.daily )
47 & * % 7 root test -x fusr/sbinfanacron || {( cd / && run-parts --report fetc/cron.weekly )
52 & 1 = = root test -x fusr/sbin/fanacron || { ed / && run-parts --report /fetc/cron.monthly )
#
* o *ox X root fopt/bin/cha_real check cvm.sh
* * * % % rpopgt /fopt/bin/cha real check cvk.sh
* o *ox X root fopt/bin/libvirtd check.sh
* * * % % root Jjopt/binfocfs? iscsi conf chg timer.sh
*#/10 =+ * o o root python fopt/bin/ocfs2_cluster config.pyc -3
12 * k& root fopt/bin/cas_clean log.sh
** o & root Jopt/bin/novnc_check.sh
* * k& root Jfopt/bin/sys_alarmd check.sh
*

* ox root fopt/bin/tomcat_check.sh
-

4. RE 3k
o HHRTHLEM,
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3.6.7

3.6.8

o MBRREIRE, FHMIBREEAL L3RR rTHAT SO
o Es/etc/crontab K EAT S .
e  HILVKS.

SROMBEBRER G R ERWECE DNS /5, EREH, BEXRMY

1. BPEI%

TR LB 2 SUWLC B DNS Jm, HJH ML, FoE KR

2. BRES0

S P R AL 2% o

3. PR A

BT LB E R SR DNS FLE X T “/etc/resolv.conf”, X —ANREEEESCAF

4. WE T3 %

AT G Hr R SO “Jetelresolv.conf”, FFE A — MBSt “/etc/resolv.conf”, FEAERT S
HA AT 75 ) DNS AL B (5 B .

Ubuntu 20 EFUHECE IPv4 Htilik, FEIRE: IZBUEUHL xxx BLE KK

1. HrEER

Ubuntu 20 2 Ja A EE RS0, BLE 1Pv4 HihERS , B HF & il - B SUSL xxx Be B 2RI
JR A J@id Uspheretools L IPV4 FT IPVE 25 (5 B4 1%

2. BpEFZ

Ubuntu 20 DA 2 JEIRRAERAE RS0 MEAUNL,  ToikAE & HEF & DU e B 0 2%

3. MpEREA

BCE IPv4 HibER), RESTER/GRE MTU {E, n1ifivar/llog/set-ipvb.log HEH A “Can not find
letc/netplan/tools-netcfgv6.yaml to update mtu” S REE, NS EHBARIRE, S8k
B & 1P Mok,

4. WmEFTE

TE NG & T30 & S /etc/netplan/tools-netcfgve.yaml; BiE =R HCE IPv6 Hulilk, R)5H
Wi & Fr 5 Y 1Pv4 ik

3.7 HfEEE

3.7.1 EHMRHE

1. BIPEIN S

LI R e

2. HBESZN

FA Pk 25 52 560

3. MR E

ﬁkﬁﬁw‘%%éki‘a down #i, HEBGERWIIF. IR RS IER . &F syslog H e B A7AEAAE K S
wHE.

4. mEFE

gﬁ%bﬁﬁxﬂﬁjﬁﬁi&ﬁ up MR, FREEEEAN TR L TR R A R R, SRR
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3.7.2 ¥ MCE ¥ &&=

1. HrEER

FHLHIL MCE #F%15%, J5 & & & var/log/mce.log f71E AR BL 1 .

2. BIES M

ZENUR BRI R, T RREE.

3. #pEREA

FIREE TR B NAF . AR, TR AR Ss af H ER SAFE 8 .
4. REF5%

RO B WNER B HAR TN, IEEZENIRRE, il

3.8 HitR7H
3.8.1 RELAEEEER

1. HFEIR

HIREERIIF/ e e

2. RSN

Al & FHIGIE IR 85k, oV - G .
3. HpER

PRSP & DU AR GRS 7] B HA I S35

4. mEFE
J#IE SSH &fli VMS 5 )5 &, 4T service tomcat8 status 7%, TFE tomcat8 &5 1F
BT,

o % tomcat8 AT IRHRA, NPT service tomcat8 restart fiy4 H 5 tomcat8.
o % tomcat8 4 TIE/TIRES, AT ps -ef | grep tomcat8 fir43KH tomcat8 ] PID.

PAT jstack -1 PID > /vms/ X4 Fn%, 3REL tomcat8 HE k% A

#AT jmap -dump:format=b, file=/vms/ X//% PID fis%, 3K tomcat8 P75 .

AT service tomcat8 restart 4 ¥ /5 tomcat.

W RS S AZ 2 TR 75 (8 s Ao )

o H&EH#k rabbitmg #IiG KM rabbitmq k55 1E % (3447 service rabbitmg-seerver
status WA EE) , REHEAK, FF 202145 H. SRIESRGH RN 288 A,
HJFEML.

o rabbitmq fIR% %, R4 “Too short cookie string” , &% FA.

- fFEwAERER (D 2ECH.
— MHEx/Nvar/lib/rabbitmg/.erlang.cookier (A4,

o JHZf rabbitmq (#1447 service rabbitmg-server start %) , &4 cloud /7
MR

31



15:11:51 [root@cvknode3204 ~]#rabbitmqct 1st_permissions
Listing permissions for vhost "/"

user configure write read
cloud .* X X
guest " e :

s cloud H P ALRAK, 7 EEFIiG10 rabbitmg AR, AT ST AL A ) AR
rabbitmg-init.sh.

o rabbitmq k%7, AT rabbitmg-server @45 3 rabbitmqg k%, ik HEH
(/var/log/rabb|tmq) *XKETE, 2% T E:

/log/rabbitmg/rabbitg

o open log file at */var/log/rabbitmg/rabbit@

F3) e rabbitmg HE H%: /var/log/rabbitmg.
WREZHZ, Z=AWE (rabbitmg H7) AR
o F'zjj rabbltmq fK% . rabbitmqg AR5 74, SR PAT rabbitmg-server @4 JE3, JHsh
AR, RN, T%%Fl

{nrrﬂr logger, {{2623,1,13}, ('\'I. 1,1}},"Protoc 3. ({inet _tep_« dist , listen,1},{net nﬂrn='\ stal
.4}, {net_ke 101 start_protos, 3}, {net_kernel ne } _p_do_apply, ’!I]])

gs-..m 'Uggl-l 2023,1,13}, (11 1,1}},crash \p[(ll q{ie niti 3.20.85), {reglstered_name, [1},{error_info, {exit, {el

arg}, [{ n1r AL f} {p(vt 1ib,init_p d ¥ ges, [ 1}, {1inks, [#Port<0.96>,<0.17.6>]}, [m tionary

1.311e5 1 _exit,true}, {status, runnin:

{error_log: er
amcns"‘l& rhortre'\c l] 1 [r Ldrt ty( M

fined}, {name, tok m 2800} , [cmlJ trc work cr]
{error 1agg<-| : local,kernel_sup}}, {errorContext,start_err stdown} , {of fender, [{pid, undefine
.net_sup} , {mtargs, (erl distribution,start_link,T]}},{restart_type,pernanent }, [shutdown, infinity}, [child_type,supervisor)

— HE#E iptables H12%H T rabbitmq 75 E i 5. 4369 Al 5672,
— a7 iptables #N, JH4T rabbitma 7 2 1% .

Ja 3 rabbitmq AR5 .
3.8.2 FIRAEILAIEENF, BEPREELIFEERN
1. HPEINS
A& A TV IR, H B ROE B 22 U
2. HFER2 N

BB SRR IE R B3, TIETERA & 1E
3. HEIRE
R W SRR RS R

o HUEEESCIFBURE IR
o HUEEEA.

4. RE 3k
o W FEEIEERS LIS, R UniCloud AR SCFE TRZIMALRE

o HUEEEEYE H . uﬁiU&;@iEPEI’JIﬁEEI 7 mysql, # A, NFHAT chown
mysql:mysql -R /var/lib/mysql (XL /var/lib/mysgl-share) 4 1EMEE,
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