2hr WSS HREERGEBRA A

Copyright © 2022 SR ARBIRAT MRE, RE—IRF.

EEANTBEIFA, ERRLMNANSERRHD, SHAEASTHEI L, HA15
LU AR

MREAZEABRARMNERI, KFMPEIMEEATNER. R RERER,
HEBRFIARE.

AHEFHESARER], BRABITEH.



(I 5 3
P T 4
2.0 BRHAEIR ..o 4
2.2 R R oot 5
220 BEIETZE oot 5
222 BEEIE oot 8
228 FBIEBE oottt 10
224 BB R ettt 12

2.3 BT RIEFR A oot 14
R ot L 1 15
B4 TREERIME oo 15
B2 B AT B ettt 15
BB BB AR ST . 15
B8 S BRZS oo 16
BB WEB BRZZ oo 17
B8 BB ARSS oot 17
3.7 DDE BB vttt 18

KRR 2 = SRR 18



1 FmBtR

HEEEMARARN AR , BEPOEBRHNFENE S FERHE -SRI,
HEAFSREMBACERENZSRES |, BRKESH W NAR b HIEETseB 8EE N
WIFERETNFER, BERSENREARENR O , O EXHNA 5RS

, BIERARFPER., BALSESHOMNESAD , A THKHAEEEL Bl , 52
RERR , EENME R REFERFEE ML,

ERREREREHARKSHAETFENLYE , ZEREREAKFREXK
DEAR. EHZ UnisLinux ( AT EIFR UnisLinux ) R X =ERAE T Linux A%
FEHNEFLIRERSEZITHA. UnisLinux 2—REBHIRSS[BERS , &
BT REE, B, mitE, 3G ESSHRREIAZIGSHLCNATR

, BRI XELEBEEME , KEBEERINFER , UnisLinux BBIRFEE
ZEZENMEFRNRNNAREFNEE , AARRE. BRSFEE IT HHE
RBUXE  BHBETELRAPXIHFLEE,

UnisLinux BRIEEEXARSZSANTmPAMEER , ERARGTRPEBA.
EEBE., TRMEHEFZFTLEF,TZRA, £XD UnisLinux BAERSZ—EN
HRBE T2, 8%, XU ERONANRHFFEFRE]S ZRAFER.

UnisLinux Z2EERZEAUTREREL
o ZEIXF



UnisLinux X#FEM ¢, B15. BXESAEFLER , BRXBEEN
intel A% AMD ¥ & , MEEENREREIFESH CPU BHHR |, HEEF
EMEHFE LR Hen MR ;

o MR

UnisLinux X8 4&RE, ZLENRAANBKREERIETHE, TEE., T8
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Linux kernel diagram

functions I system | | networking | | storage | | memory | I processing | i:t';’;?::e
layers ' ! . }
user space (_\ “aan ™ /Tiles and memory char
interfaces System calls ®) access Processes devices
virtual proc, sysfs, protocol Virtual Virtual Tasks input
subsystems file systems families File System memory subsystem

display, keyboard,
mouse, audio

aicrorics, W _ousss
. MR
DMA £#52 Direct Memory Access. DMA TJ LARIRY 87 A F M & 3Ry & 3%

MW, DMAEZER—MEANKRAR , BB —MEM T CPU K DMA #2488,
EHREENNER , CPU REFEEEIF DMA #2518 , BIKENER b |, &
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£/ DVA , ERFMAFE IR ( R ), MN-FENFEISEE (#K)

B, REERDH CPU T A,
« IPV4/IPV6 XARSCIF
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AR IP FICHITRE |, £ IPv6 FRIMBRELFETRE T 7 HNRELS
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% PAC(Pointer Authentication Code ) #tE : EF A FHRNEENIBE
THHEEIRBZARIEERNS |, E1H ROP/JOP Wi,

33 BTI ( Branch Target Identifiers ) 44 : Xt /8132 Bk35 69 B FR3t 1T BR %1,
5 PA EEREIEHIREE,

X #F SGX $$1% : SGX (software guard extensions)2Z Intel #HH IS EY
B, EEUEHZ2NEHMRE | TR TEANRENRSRES , REAF =
FRAMEHITING | B —AHNESET BRESHRESNE , SSTTRERERF BRE
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 EREMT A sched_delay
CPU REFERAMAEBRERARERE LENERENMELE, % CPUBRESR

IEENAAREE N IHBRNASATSHNRER , ¥ EEFmlS, AraEk
FHEMMAZE, ENT CPU BRBEESHNGERNER MRS , H K
RATIMEERT , R+ OHXEN.

sched_delay =& UnisLinux EIRARF XN BAERSGFIZHMTIEZ—, ATHH
PEREMEE CPU RIFRAERARRHBEREARIHRE ; £ CPU EZTHF
EThEe, EAZIEALUEHNEE CPU WREAERM CPU ETHF2E
o AALURIANAEHRBEERINS ML, SEURRE, F (&KX )F
EIER, RARERNEK/EFRFS. MTRIEMNARCER , Xt CPU RIRE

AR D MR TR AR ER,
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mem_probe =& UnisLinux FIRAF AN AFEFREVMIEZ—, AISITH

NEAFLSAZTE , ARPSAESRAFETH , UKRAKEEET alloc_page
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BR, BREMRNEFT B EE,

EXAMPLES
JE Bhmem_probe, 434

% h3diag mem_probe enable -r
16/

MemTotal:
MemFree:
MemAvailable:

HugePages Free:
HugePages_| £
HugePages_Surp:
Hugepagesize: 2048
DirectMap4k: 98156
DirectMap2M: 4096000

Kernel mem: 105 MB
LRU mem: 1055 MB X: 38
Cached mem: 1054 MB
Pss mem: 410 MB
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# ) UnisLinux 2.0 EFFR Linux 5.10 , R T KAEHXSRAH ST

- HRIFEMRL MCEBARBEEZE , BONBIEIRPHTE , &
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« KT vmalloc #8E{E1t : X F T huge page B & /) size B9 ZE[RIH 1T
vmalloc() 2B AT |, 42 id#E A hugepage M Z base page RSN T , X
& TLB WAIA , F{K TLB miss.

« SVA ( Shared Virtual Addressing ) X% : #RRE L utE ENHHENIRE
HAHAE  XABRFEEINEREEENER , BABIHNRZ LS ERIERE,

- TCP E4%1 : hbase EXHAREET LAABFEEMER , NEEE
EMREMRM ; £ TCP ENEEROANBERITEREBLR , WENBHER
ERBESAFS , NTTRAZHRZET RABEERHNE,
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REBIEDIEHIER | ERERSOE R AR EIMR Z IR BB TR |, #
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BEEGBRRMAXITE, UnisLinux 2.0 XEFNBABEES. 1R EERGE
REIZE L SM2, SM3 # SM4 |, BISEXNMHE L, BB EEMNMHEE.

nEsaE I RZA B
SM2TEF AL WebfES3 2SI A
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CVE-2021-25293

CVE-2021-30178
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Bk b-zil=E] 70
RedHat: Aflaw was found in python-pilow. Invalid tle boundaries could leadto an OOBRead ~ 2021-02-28T0
1 291
in TiffReadRGBATIle in TiffDecode.c 08:00
55 RedHat: A flaw was found in python-pillow. The PDF parser has a catastrophic backtracking r ~ 2021-02-28T0
529

egex that could be used as a DOS attack.

RedHat: A flaw was found in python-pillow. There is an Out of Bounds Read in SGIRleDecod

ec

RedHat: A flaw was found in python-pillow. TiffDecode has a heap-based buffer overflow whe

n decoding crafted YCDCr files because of certain tation conflicts with LIbTIFF in RGB

Amode. The previous fix for CVE-20:

s in

cient due to incorrect error checking

in TiffDecode.c. The highest threat from this vulnerability is to data confidentiality and integrity

as wel availability

RedHat: A s found in python-pillow. In TiffDecode.c, there is a negative-offset memcpy

3 20 =]
with an invalid size which could lead to a system crash
RedHat: A flaw ind in the Linux kemel. ANULL pointer dereference occurs for certain
accesses to the SyniC Hyper-V context. The highest threat from this vulnerability is to system L3

availability
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el
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Y HE Intel, AMD, #356, &E, R

AT 4GB Oh 1RGN AL, @A 8GB)

AN 32GB O 1 A I IB AIALS, EiAVINT 120GB)

FE&POSIX , #74 LSB5.0

Kernel: 5.10

Glibc: 2.34

Gcece: 10.3.1

Systemd: 249

AR SR

farey
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g s: Y E SATA, IDE, SCSI, RAID

AR R S HBA . Infiniband R%

fRIEBEIT: FF LAN F. USB 114

LR TS

THREN R USB Y AR A T e

THPXE 2% 22k

SHE kickstart [ 30k &5

THR T S

SCRFBBBAMTI 0, SCREEN T BT
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Sendmail 2 Internet L HRRATRIERHZHAIE ( MTA ), BB EERK L4
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Dos K ifi. Sendmail ATLAE LDAP E&&EAF ATLIRE, RENKBIKXENHE
AFPMBERFE. B Sendmail 4\ , UnisLinux i& 8] % #F postfix,

dovecot, imap4 FMHRFESIRS -
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UnisLinux BR 7 X#F extd , xfs SRt XH RGN , X% EulerFS M
XFS EXH 1R, EulerFS B—MHE RIS RERNFRIFXHRS , RARERH
. BERRABERARBD NG THBERDEE , BA XM EEMEE, XFS B—
MEMENBEXHRE, XFS XHREXABLBEEABRE  BRETRELY
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XFS XHRSENBFL/WMT
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F/No XFS BERE S E 742 R 3EF R B 88 L2 12 At R 8 R RIET B
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Apache Web FRF=REFREMS , BEIR , ThaeR , Ay BEHFNER
CANTEHERE Web RS : EREN , RERSF , T2 BHESHRS.
Apache Web FREERTTLUIRME R , 34 URL ERBINTHRIZRE, HXiF
HTML., PHP EMA&iES. X# MySQL. Postgresql EHERE ; REETZRE
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